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Abstract: This paper considers the problem of modeling and analyzing the infrastructure 

communication reliability (ICR) of wireless sensor networks (WSN) subject to common-

cause failures (CCF). Three different data delivery models, i.e., sink unicast, sink multicast, 

and sink broadcast are considered, and three ICR metrics are developed correspondingly. 

The reliability problems and evaluation approaches are formulated for WSN with a 

hierarchical clustered architecture. Nevertheless, the proposed generic approach can be 

easily adapted for the reliability analysis of WSN with other communication topologies 

such as mesh, star, and tree. The evaluation approach integrates a progressive reduction 

scheme based on binary decision diagrams for the reliability analysis, and a divide-and-

conquer approach for considering the effect of CCF. Two WSN examples with mesh and 

hierarchical clustered topologies respectively are analyzed to illustrate the advantages and 

application of the proposed approach.  

 

Keywords: Common-cause failure, infrastructure communication reliability, wireless 

sensor network  

 
1.  Introduction 

     Wireless sensor networks (WSN) have emerged as the state-of-the-art innovations and 

alternatives to conventional technologies in diverse mission or life critical applications such 

as medical care, scientific environment monitoring, national security, and manufacturing 

automation. To ensure reliable and safe operation of WSN, it is critical that the typically 

low-budget resource-constrained smart sensors and their communications be reliable and 

dependable. Any network outage, loss of transmitted data, or failure to capture important 

data decreases the users’ trust on the system. Nevertheless, while reliability modeling and 

analysis have been researched extensively for traditional networks and other critical 

systems like space mission systems, only little work (e.g., [1], [2], and [3]) has been done in 

the quantitative reliability analysis of WSN. 

      There are two types of communications within WSN: 1) application communication 

relates to the sensing coverage of phenomenon over the intended area of observation and 

the reliable delivery of the sensed data to the sink node(s); and 2) infrastructure 

communication relates to the communication of control, configuration and maintenance 

data [4]. The WSN failure behaviors in these two communication paradigms are different, 

and thus the reliability formulation and evaluation approaches are different too. 

Specifically, the infrastructure communication reliability (ICR) models the data distribution 

behavior and requires that the sink node(s) be able to communicate with the sensor node(s) 

for network setup, reconfiguration, etc. The application communication reliability (ACR) 
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has a different requirement of guaranteeing the provisioned sensing coverage. Refer to [5] 

for measures and methods for the ACR of WSN. 

Common cause failures (CCF) are multiple dependent component failures within a 

system that are a direct result of a common-cause (CC) or a shared root cause [6]. The 

effect of a CC can be fatal or non-fatal. The occurrence of a fatal CC causes the entire 

system failure, while the occurrence of a non-fatal CC affects a subset of the system 

components. In WSN, nodes are deployed either inside or in very close proximity to the 

phenomenon, and a group of nodes can be affected by a CC. For example, subtle changes in 

environmental conditions like humidity or temperature can cause simultaneous failure of a 

group of s-identical sensors. We use the CCF model in [7] that is more general and practical 

as compared with other existing CCF models (see, e.g. [8], [9]). In particular, WSN can be 

subject to non-fatal CCF from different CC that are external to the system. 

2. Motivation and Problem Statement 

The existing work [1] defines WSN reliability as the probability that there exists an 

operational path between the sink node and at least one sensor in a target cluster only. 

Reference [2] presents a more general definition via formulating a new WSN reliability 

measure that quantifies the probability that a minimum aggregate data flow is delivered by 

a set of sensor nodes in the target cluster(s). However, [2] does not consider link failures, 

and presents exact solution via inefficient exponential enumeration. Another work on WSN 

reliability analysis was presented in [3]. But it considers node availability as the ratio of 

activity period to total lifetime disregarding unavailability due to random node failures, and 

unrealistically assumes that the links are absolutely reliable. Moreover, [3] presents analysis 

of only simple series/parallel homogeneous networks, and may not be applicable to WSN 

that are densely deployed with redundant nodes for fault tolerance. 

In this paper, we consider the problem of modeling and evaluating the ICR of WSN 

subject to non-fatal CCF, while addressing the unique features of WSN. The input 

parameters for the problem include: 1) WSN configuration in the probabilistic graph G (V, 

E), where V is the set of vertices (sensor nodes) and E is the set of edges (links); 2) mission 

time; 3) failure parameters of each node and link; 4) set of CC affecting the WSN, where a 

single component may be affected by multiple CC; 5) statistical relationship between 

elementary CC: mutually exclusive, or s-independent, or s-dependent; and 6) probabilities 

of elementary CC occurring or conditional probabilities of CC occurring conditioned on the 

occurrence of another CC when they are s-dependent.  

We assume that each sensor node is stationary and belongs to a single cluster at any 

time. Nevertheless, WSN have dynamic network topology due to demand-based duty-cycle 

adjustments of sensor nodes for energy preservation while maintaining a time-varying 

subset of total nodes that delivers the required coverage and connectivity. 

3. Proposed Reliability Metrics and Evaluation Approach 

In this section, we study the ICR measures and evaluation methodologies for the three 

different scopes of data delivery in WSN [10]: (a) Sink to a single sensor node: users send 

interest to a single sensor node. (b) Sink to a group of sensors: users send interest to a 

subset of nodes in a sub-area and the message needs to be delivered to all sensors in the 

particular group. (c) Sink to all sensors: users send interest to the entire sensor network and 

the message needs to be delivered to all sensors in the network.  

Currently, star, tree, mesh and hierarchical clustered architecture have emerged as the 

preferred topologies for the WSN. The selection of communication topology for a particular 

WSN deployment and application depends on various factors, including but not limited to, 

node density, sensing range, communication range, scalability, and fault tolerant capability. 
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Refer to [5] for a description of these topologies. While the reliability measures and 

methodologies in this paper are not bound to any specific topology; due to space limitation, 

the more general hierarchical clustered topology is used for illustrating our problem 

formulation and analysis methodology. Our evaluation approach includes a progressive 

reduction scheme based on binary decision diagrams (BDD) for the reliability analysis of 

WSN, as well as a decomposition and aggregation approach for incorporating non-fatal 

CCF. Note that this paper does not advocate the superiority of any topology over the others 

based solely on reliability. Our future work includes the comparative study of different 

topologies using qualitative and quantitative tradeoff analysis of various performance 

criteria like energy efficiency, scalability, data latency, etc. 

3.1 Problem Formulation 

     Let E2 represent the event that there exists an operational path between a pair of nodes, 

Ek represent the event that there exists an operational path between each pair of the k nodes, 

and Eall represent the event that there exists an operational path between all pairs of nodes. 

Thus, three types of network reliabilities [11] can be defined as: 1) terminal-pair or two-
terminal reliability: Pr2(•) = Pr(E2 occurs), 2) k-terminal reliability: Prk(•) = Pr(Ek occurs), 

3) all-terminal reliability: Prall(•) = Pr(Eall occurs). Let CH(k) denote the level-k cluster head, 

and t denote the highest hierarchical level in the architecture. Using these notations, the 

definitions of ICR can be formulated as follows: 

a) Sink to a single sensor node (unicast): The ICR in this scenario is the probability that 

there exists an operational path from the sink to the top hierarchical level CH, then to next 

level CH, and so on to the destination sensor’s CH, and finally to the destination sensor 

node. Each of these virtual hops may contain multiple redundant multi-hop paths. Let a 

denote the destination node, and hk denote the CH that is hierarchically above a at parent 

level k, 0 ≤ k ≤ t. Then, the ICR of WSN can be formulated as: 

 












∩

∩∩∩
=

−

)   to (CHE   ) CH   to (CHE 

 ...) CH  to (CHE ) CH tosink(E 
Pr

0

(0)

20

(0)

1

(1)

2

1

1)-()(

2

)(

2

ahhh

hhh 
ICR

t

t

t

t

t

t

single

 (1) 

b) Sink to a group of sensors (multicast): The ICR in this scenario is the probability that 

there exists an operational path from the sink to top hierarchical level CH, then to the next 

level CH and so on to the destination group’s CH and finally to all sensor nodes in that 

group. Note that the sensor nodes in the group may belong to a single cluster or a subset of 

contiguous or non-contiguous clusters. Let R denote the set of clusters that contain the 

nodes of interest, H0 denote the set of CH
(0)

 for clusters in R, and Hl denote the set of CH 

that is hierarchically above R at parent level l, 1 ≤ l ≤ t, then we have: 
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Consider the special case in which the sink sends the message to all sensors in a single 

cluster r. Let hl be the parent CH of cluster r at the level l. The ICR of WSN for this special 

case can be formulated as:  
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c) Sink to all sensors (broadcast): The ICR in this scenario is the probability that there 

exists an operational path from the sink to all top hierarchical level CH, and from these CH 

to all next level CH and so on to all the lowest level CH, and finally to all the nodes.  
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Note that the reliability expressions (1), (2a), (2b) and (3a) can be simplified to obtain 

tight approximations. For example, (3a) can be tightly lower-bounded by (3b). This is an 

important simplification because it is computationally intensive to symbolically manipulate 

the sub-expressions in (3a). Also this is a practical simplification under the assumption that 

clusters are non-overlapping, and nodes that participate in communication between CH
(k+1)

 

and CH(k) do not generally participate in communication between CH(k) and CH(k-1); and 

when they do participate, their contribution is insignificant. That is all the sub-events are 

disjoint provided that we account for each CH reliability only once along any operational 

path. Similar simplified lower bound expressions can also be obtained for Equations (1), 

(2a) and (2b), and are not shown here due to space limitations. 

ICRall = i∀∏ Pr2(sink to CH(t)
 i) × ji, ∀∀∏  Pr2(CH(t)

 i to CH(t-1)
 j) ×...×  

              nm, ∀∀∏  Pr2(CH
(1)

 m to CH
(0)

 n) × w∀∏ Prall(cluster w) (3b) 

3.2 The Progressive Approach to Reliability Analysis 

     Let CH
(k)

 denote the level-k cluster heads, and g
(k)

 denote the gateway nodes, the pair of 

nodes at the cluster boundary that connect two neighboring level-k clusters. The reliability 

sub-expressions in Equations (1), (2a), (2b), and (3a) are analyzed separately and 

progressively from the lowest level to the highest level. Finally these individual results can 

be integrated to find the whole WSN reliability.  

Specifically, in the progressive reduction scheme, starting from the given level-0 graph, 

the level-i graph, denoted by G
(i)

(V, E), is reduced to G
(i+1)

(V, E) containing only CH
(i)

 and 
g

(j)
, where j ≥ i. For this, the two-terminal reliability between CH

(i)
 and g

(i)
, i.e. E2(CH

(i)
 to 

g
(i)

)
 
are computed from G

(i)
(V, E) and assigned to the corresponding CH to gateway link at 

G
(i+1)

(V, E). The general reliability computation methodology is presented in Section 3.3. 

This reduction scheme is iterated until the graph is reduced to the top level of the hierarchy. 

Also, during the analysis of each G
(i)

(V, E), only nodes within the cluster-i boundary are 

considered. In summary, a set of reduced graphs {G
(i)

(V, E)} is generated to solve sub-

expressions in Equations (1), (2a), (2b), and (3a).  

For example, Figure 1 shows G
(0)

(V, E) with CH1 and CH2 as CH
(0)

 of clusters 1 and 2 

respectively, and CH1 is the CH
(1)

 of the two clusters. G
(0)

(V, E) is analyzed to obtain the 

last terms in Equations (1), (2a), (2b), and (3a). Then, G
(0)

(V, E) in Figure 1 is reduced to 
G

(1)
(V, E) containing only CH

(0)
, g

(0)
 and g

(1)
 as shown in Figure 2. G

(1)
(V, E) in Figure 2 is 

used to evaluate the second to the last term E2(CH
(1)

 to CH
(0)

). G
(1)

(V, E) is further reduced 

to obtain G
(2)

(V, E) composed of only CH
(1)

 and g
(1)

 between level-1 clusters as shown in 
Figure 3. G(2)(V, E) in Figure 3 is used to evaluate the first term E2(sink to CH(1)). 

1Level-0 CH Level-1 Gateway Sensor NodeLevel-1 CH Level-0 Gateway  
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Figure 1: Level-0 Graph. Figure 2: Level-1 Graph. Figure 3: Level-2 Graph. 
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When using (3b) to obtain the tight lower bound on ICR, the reliability sub-expressions 

can be computed directly from corresponding graphs. Also, if a component’s failure 

probability has been considered at a lower-level graph, it is considered zero in higher-level 

graphs. For example, since the failure probability of each CH
(0)

 and each gateway node g
(0)

 

are already accounted for in G(0)(V, E) two-terminal reliability, failure probability of zero is 

assigned to CH
(0)

 and g
(0)

 in G
(1)

(V, E). However, the inter-cluster gateway-to-gateway link 

(gi
(0), gj

(0)) failure probabilities need to be considered in G(1)(V, E). 

3.3 Calculating 2-Terminal, k-Terminal and All-Terminal Reliabilities  

      Various approaches have been proposed for evaluating the network reliability, such as 

cut-set and path-set enumeration methods, factoring methods, reduction and decomposition 

methods (e.g., [11]), and BDD based methods (e.g., [12], [13], [14]). Among these 

methods, BDD based methods have shown notable advantages over other traditional 

network reliability computation approaches in terms of memory requirements and 

computational efficiency. Therefore, the BDD based method is applied to evaluate the 

network reliability sub-problems in Equations (1), (2a), (2b), (3a), and (3b).  

Two simple approaches are proposed for considering the duty-cycle adjustment of 

sensor nodes in the ICR analysis of WSN: 1) Consider only the active nodes in the cluster. 

This gives the reliability measure of WSN at the current duty-cycle period, or more exactly 

the current snapshot of the WSN as the duty cycles of different clusters may not be globally 

synchronized. 2) Consider all the active and sleeping nodes in WSN and modify the node 

operational probability as the probability that the node is operational and it is active. In this 

second approach, the operational probability of the node is multiplied by its non-sleeping 

probability. We use the second approach in the following BDD based network reliability 

evaluation. The main steps of the BDD-based method are reviewed as follows. For more 

details, see [7] and [12]. 

1. Order network components (nodes and links) using variable ordering heuristic [15]. 

2. Modify failure function of each node v ∈ V for considering duty cycle adjustment. 

3. Generate BDD from the probabilistic graph of the network G(V, E) [12], [13]. 

4. Evaluate network reliability Pr(•) recursively from the BDD.  

3.4 Incorporating Non-fatal Common-Cause Failures (CCF) 

The challenge with considering CCF is to cope with multiple dependent component failures 

at the same time. This is addressed by applying a decomposition and aggregation approach, 

which is based on the divide-and-conquer strategy and the total probability law [7]. The 

basic idea is to decompose a reliability problem with CCF into a number of reduced 

reliability problems, in which the effects of CCF are factored out through reduction. These 

reduced problems can be solved using any approach that ignores CCF. The final system 

reliability considering CCF is obtained by aggregating results of those reduced problems. 

The approach can be summarized using (4): 

       ( )[ ] ( )[ ]∑∑
==

•=•=

mm

i

iiiinetwork CCERCCE CCER
2

1

2

1i

Pr Pr)|loperationa is(network Pr   , (4) 

where CCEi is one of 2
m
 disjoint common-cause events, which are combination of 

occurrence and non-occurrence of m elementary CC of the network. Pr(CCEj) in (4) 

denotes the probability of CCEj occurring. And we have ∑ =
=

m

j jCCE
2

1
1)Pr( . The evaluation of 

Pr(CCEj) is based on the relationship between elementary CC and occurrence probabilities 

of CC which are given as input parameters. Rnetwork represents the reliability of WSN 
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considering CCF. Ri is a conditional probability that the network is operational conditioned 

on the occurrence of CCEi. The evaluation of Ri is actually a reduced network reliability 

problem in which the set of components affected by CCEi, represented by the set 
iCCEA , do 

not appear. Most importantly, the evaluation of Ri can proceed without further 

consideration of CCF. The BDD based progressive method presented in Section 3.2 and 

Section 3.3 can be used to solve the reduced problems Ri.  

3.5 Summary of the Integrated Approach 

      Figure 4 shows a conceptual overview of the integrated approach for analyzing the 

reliability of a WSN subject to CCF. The approach is separable and progressive. The main 

steps of the approach are outlined as follows: 

1. Develop CCE space },...,,{
221 mCCECCECCECCE =Ω , and compute Pr(CCEi) 

2. Let G
(k)

(V, E) denote the level-k graph. 

a. Generate Gi
(0)(V, E) removing components in 

iCCEA . 

b. Generate the BDD models for the last term in Equations (1), (2a), (2b) and (3a): 

E2, Ek or Eall from Gi
(0)

(V, E). 

c. Use progressive approach to generate the set of reduced graphs {Gi
(k)(V, E)} via 

the method outlined in Section 3.2. 

d. Recursively compute the k
th

 term from the last terms: E2(CH
(k)

 to CH
(k-1)

) from 

Gi
(k)

(V, E). Also compute E2(CH
(k)

 to g
(k)

) for each level-k gateway node g
(k)

. 

e. Compute Ri = Pr(WSN is operational|CCEi) (i.e. ICR for graphs with 
iCCEA  

removed) via integrating the sub-expressions in Step 2(b) and Step 2(d). 

3. Compute Rnetwork using the method outlined in Section 3.4 via integrating the results 

of Ri in Step 2(e). 

 
Figure 4:   The Proposed Separable and Progressive Approach. 

Note that when using the approximate lower bound method to calculate ICR, for 

example 3(b), the effects of CCF need only be incorporated in G(0)(V, E). That is, we only 

need to generate a set of level-0 Gi
(0)

(V, E) removing components in 
iCCEA . The conditional 

terminal pair reliability Pr2{CH
(0)

 to g
(0)

)|CCEi} can be integrated via Equation (4) to obtain 

Pr2{CH
(0)

 to g
(0)

)}. Since the effects of CCF are already incorporated in G
(0)

(V, E), the 

progressive evaluation can proceed via recursive reduction of G
(0)

(V, E) only instead of a 

set of {Gi
(0)

(V, E)} as shown in Figure 4 for exact analysis. 

4. Example Results and Analysis 

     The proposed approach is illustrated via the analyses of two WSN examples: (1) mesh 

topology (Fig. 5(a)) in Section 4.1 and (2) hierarchical clustered topology (Fig. 5(b)) in 

Section 4.2. In both examples, the links and nodes are assumed to fail s-independently. The 

fixed failure rates of 2e-6 hr
-1

, 5e-7 hr
-1

, and 1e-6 hr
-1

 are assigned to the links, base station 

(sink) and the sensor nodes (cluster heads), respectively. Note that our analysis 

methodology is equally applicable to other failure distributions besides exponential 
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distribution. A mission time of 1000 hours is considered.  
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(a) Mesh Network  (b) Hierarchical Clustered Network 
Figure 5:   Example WSN Networks. 

To illustrate the effects of CCF on the reliability analysis of WSN, consider that the 

network is subject to CCF from two CC: CC1 (e.g., hurricane) and CC2 (e.g., flood). The 

two CC are dependent since floods often occur in conjunction with hurricanes. Assume that 

the following information can be extracted from the available weather data: PCC1 = 0.02, 

PCC2|CC1 = 0.6, PCC2|¬CC1=0.03. Table 1 shows the four CCE built on the two dependent CC 

and the calculation of Pr(CCEi).  

Table 1:   Occurrence Probabilities of CCE. 

iCCE  Pr(
iCCE ) 

211 CCCCCCE ∩=  9506.097.098.0)1()1(
121 | =×=−•− ¬CCCCCC PP  

212 CCCCCCE ∩=  008.04.002.0)1(
121 | =×=−• CCCCCC PP

 

213 CCCCCCE ∩=  0294.003.098.0)1(
121 | =×=•− ¬CCCCCC PP

 

214 CCCCCCE ∩=  012.06.002.0
121 | =×=• CCCCCC PP

 

4.1 Example 1: Mesh Topology and Analysis Result 

      Mesh networks are multi-hop local area networks in which each node not only sends 

and receives its own message but also functions as a router to relay messages for its 

neighbors through the network. A mesh topology offers multiple redundant communication 

paths throughout the network. The following hypothetical CCF scenario is considered for 

the mesh WSN in Figure 5(a): CC1 cause nodes n1, n4, and n5 to fail (i.e., CCG1={n1, n4, 

n5}), CC2 cause nodes n5, n6, and n9 to fail (i.e., CCG2={n5, n6, n9}). 
For mesh networks, there is only one level in the hierarchy. Therefore, the evaluation is 

simplified by skipping the Step 2(c) and Step 2(d) of the algorithm described in Section 3.5. 

The set of components affected by CCEi (defined in Table 1) are simply the union of CCG 

whose corresponding elementary CC occur, i.e. 
1CCEA =φ ,

 2CCEA = CCG1 = {n1, n4, n5},
 

3CCEA = CCG2 = {n5, n6, n9},
 4CCEA = CCG1 ∪ CCG2 = {n1, n4, n5, n6, n9}. The removal of 

these components results in four reduced problems, Ri. The BDD based evaluation 

approach (Section 3.3) can be used to evaluate those four reduced network reliability 

problems. Equation (4) is used to integrate the results to obtain the reliability considering 

CCF. We show the results for the following scenarios: 

a) sink to sensor n15: Reliability = Pr2 (sink to n15) 

Without CCF,  Reliability= 0.99923368 

With CCF, 0 and ,0.99902658 ,0 ,0.99923368 4321 ==== RRRR  

 
( )[ ] 0.97924291Pr 

4

1
=•=∑ =i ii CCERyReliabilit  

b) sink to all sensors: Reliability = Prall (WSN) 
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Without CCF,  Reliability = 0.98460366 

With CCF, 0 and ,0 ,0 ,0.98460366 4321 ==== RRRR  

 
( )[ ] 0.93596424Pr 

4

1
=•=∑ =i ii CCERyReliabilit  

4.2 Example 2: Hierarchical Clustered Topology and Analysis Results 

     Figure 5(b) shows the example hierarchical clustered WSN. It consists of a base station, 

and four clusters that are numbered accordingly. The CH for each cluster i is identified as 

the node labeled CHi. These CH represent CH
(0)

 in the hierarchy. In the level-1 of the 

hierarchy, clusters 1 and 2 are organized into a single higher-level cluster with CH1 

assigned as the CH
(1)

. Similarly clusters 3 and 4 are organized into a higher-level cluster 

with CH3 assigned as the CH(1). The base station represents the sink node and the WSN 

reliability measures give the probability of reliable communication with this base station.  

The following hypothetical CCF scenario is considered: all nodes in cluster 2 are 

affected by CC1 while all nodes in cluster 4 are affected by both CC1 and CC2. Note that 

this CCF assignment to all the nodes in a cluster is only for simplicity of illustration and 

analysis; CCF can likewise affect any subset of nodes in a cluster. 

The set of components affected by CCEi, are: 
1CCEA =φ , 

2CCEA = }  ,{ 421 ClusterORClusteriiCCG ∈∀= , 3CCEA = },{ 42 ClusteriiCCG ∈∀= , 

4CCEA = 21 CCGCCG ∪ = }  ,{ 42 ClusterORClusterii ∈∀ . The removal of these components 

results in four reduced problems, Ri. The effect of CCF is incorporated via the 

decomposition and aggregation approach described in Section 3.4. Next we consider three 

scenarios for ICR evaluation. To simplify the calculations and to illustrate the 

aforementioned lower bound methodology, we use the approximation method. 

(a) Sink to a single sensor node: in this scenario, we consider the reliability of 

communication from the base station (sink) to sensor node ‘a’ of cluster-2 in Figure 5(b). 

According to Equation (1) (with assumption of each sub-expressions being disjoint):  

Reliability = Pr2(sink to CH
(1)

 CH1) × Pr2 (CH
(1)

 CH1 to CH
(0)

 CH2) × Pr2 (CH
(0)

 CH2 to a) 

Without CCF, Reliability = 0.99949105 × 0.99997966 × 0.99898241 = 0.99845367 

With CCF, Reliability = 0.99949105 × 0.99948166 × 0.97900276 = 0.97799730 

(b) Sink to a group of sensors: in this scenario, we consider the reliability of 
communication from the sink to all sensors in cluster-2. According to Equation (2b):  

Reliability = Pr2 (sink to CH
(1)

 CH1) × Pr2 (CH
(1)

 CH1 to CH
(0)

 CH2) × Prall (cluster2) 

Without CCF, Reliability = 0.99949105 × 0.99997966 × 0.97821666 = 0.97769891 

With CCF, Reliability = 0.99949105 × 0.99948166 × 0.95865232 = 0.95766776 

We tabulate the reliability results with and without CCF for ICR from sink to all sensor 

nodes of each cluster in Table 2. Intuitively, we get lower reliability values for clusters 2 

and 4 with CCF, because they are affected either directly or indirectly by the CC. 

(c) Sink to all sensors: in this scenario, we consider the reliability of communication from 

the sink to all sensor nodes in the WSN. According to Equation (3b): 

Reliability = Pr2(sink to CH
(1)

 CH1) × Pr2(sink to CH
(1)

 CH3) × Pr2(CH
(1)

 CH1 to CH
(0)

 CH2) 

× Pr2(CH
(1)

 CH3 to CH
(0)

 CH4) × Prall(cluster1) × Prall(cluster2) × Pall(cluster3) × Prall 

(cluster4) 

Without CCF, Reliability = 0.91692300 

With CCF, Reliability = 0.85419446 
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Table 2:   Reliability Analysis Results 

(Scenario 2: sink to all sensor nodes of each cluster) 

Cluster 1 2 3 4 

Reliability without CCF 0.97476674 0.97769891 0.97865811 0.98160495 

Reliability with CCF 0.97476674 0.95766776 0.97865811 0.93052962 

4.3 Interpretation of the Results 

     As seen from Table 2, WSN reliability without considering CCF for cluster 1 is the 

smallest. In a naïve interpretation, cluster 1 is the weakest region in the WSN and thus is 

the best candidate for improving the WSN performance. With CCF, however, cluster 4 

becomes the weakest region. Therefore, failure to consider CCF in the system reliability 

analysis can lead to overestimated or incorrect system reliability measures. Note that a 

more accurate approach for identifying the candidate region(s) for upgrade is to perform 

sensitivity analysis [7], [12], which is our future work. 

After identifying the target candidate cluster(s), there are two ways to improve the WSN 

reliability. One way is to replace the sensor nodes in the candidate clusters with more 

reliable sensor nodes to improve fault avoidance. But this approach may not be generally 

feasible in WSN because sensor nodes are usually deployed in inaccessible and hazardous 

geographic areas; and replacing the individual sensor nodes may not be practical. Another 

more practical approach is to deploy additional nodes in the target clusters to enhance fault 

tolerance, for example by deploying new sensor nodes in the vicinity of the targeted low 

reliability areas. This is an effective approach for the mesh and hierarchical clustered WSN, 

as a mesh network or hierarchical clustered network can be deliberately over-provisioned 

for reliability simply by adding extra nodes which add redundant paths and improve 

reachability of the network.  

5. Conclusions and Future Work 

     This paper illustrated an approach for evaluating the ICR of WSN subject to non-fatal 

CCF under three different data delivery models: sink unicast, sink multicast, and sink 

broadcast. The proposed approach is progressive and separable, and it is based on the 

computationally-efficient BDD method. The evaluation approach is demonstrated though 

the analyses of an example mesh WSN and an example hierarchical clustered WSN subject 

to two dependent common-causes.  

Our future work includes the consideration of sensor node mobility, multi-state concept, 

and more generalized probabilistic CCF [17] into the WSN reliability and sensitivity 

analysis. We will perform a comprehensive comparative study among different WSN 

topologies via the analysis of ICR, ACR, and other performance metrics like energy 

efficiency, scalability, and data latency. Another future work is the extension of the 

traditional network reliability analysis software developed in our previous work [16] for 

facilitating the automatic analysis of ICR and ACR for a randomly deployed WSN. 

Acknowledgments: This work was supported in part by the US National Science 

Foundation under Grant 1112947 and 1112935. 

References 

[1]. AboElFotoh, H.M.F., S.S. Iyengar, and K. Chakrabarty. Computing Reliability and Message 

Delay for Cooperative Wireless Distributed Sensor Networks Subject to Random Failures. IEEE 

Trans. on Reliability 2005; 54(1): 145-155. 

[2]. AboElFotoh, H.M.F., E.S. Elmallah, and H.S. Hassanein. A Flow-Based Reliability Measure for 

Wireless Sensor Networks. International Journal of Sensor Networks 2007; 2(5/6): 311-320.  



150                          A. Shrestha, L. Xing, Y. Sun, and V. M. Vokkarane               

 

 
[3]. Shakhov, V.V. and H. Choo. Reliability of Wireless Sensor Network with Sleeping Nodes, 

Computational Science - ICCS 2007, Lecture Notes in Computer Science 2007; 4490: 530-533. 

[4]. Tilak, S., N.B.A. Ghazaleh, and W. Heinzelman. A Taxonomy of Wireless Micro-Sensor Network 

Models. Mobile Computing & Communications Review 2002: 1(2): 28-36. 

[5]. Shrestha, A., and L. Xing. Quantifying Application Communication Reliability of Wireless 

Sensor Networks. International Journal of Performability Engineering, 2008; 4(1): 43-56. 
[6]. Rausand, M., and A. Hoyland. System Reliability Theory: Models and Statistical Methods. Wiley 

Series in Probability and Mathematical Statistics, John Wiley & Sons, 2004. 

[7]. Xing, L. Fault-tolerant Network Reliability and Importance Analysis using Binary Decision 

Diagrams. Proc. of 50th Annual Reliability & Maintainability Symp. 2004; Los Angeles, CA. 

[8]. Fleming, K.N., N. Mosleh, and R.K. Deremer. A Systematic Procedure for Incorporation of 

Common Cause Events into Risk and Reliability Models. Nuclear Engineering & Design 1986; 

93: 245-273. 

[9]. Vaurio, J.K. An Implicit Method for Incorporating Common-Cause Failures in System Analysis. 

IEEE Transactions on Reliability 1998; 47(2): 173-180. 

[10]. Park, S.J., and R. Sivakumar. MobiHoc Poster: Sink-to-Sensors Reliability in Sensor Networks. 

Mobile Computing & Communications Review 2003; 7(3): 27-28. 

[11]. Colbourn, C.J. The Combinatorics of Network Reliability. Oxford University Press, 1987. 

[12]. Zang, X., H. Sun, and K.S. Trivedi. A BDD-based Algorithm for Reliability Graph Analysis. 

http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.44.6169 (Accessed in Dec 2010). 

[13]. Yeh, F.M., S.K. Lu, and S.Y. Kuo. OBDD-Based Evaluation of k-terminal Network Reliability. 

IEEE Transactions on Reliability 2002; 51(4): 443-451. 

[14]. Kuo, S-Y., F-M. Yeh, and H-Y. Lin. Efficient and Exact Reliability Evaluation for Networks 

with Imperfect Vertices. IEEE Transactions on Reliability 2007; 56(2): 288-300. 

[15]. Bouissou, M. An Ordering Heuristic for Building Binary Decision Diagrams from Fault-Trees. 

Proc. of Annual Reliability & Maintainability Symposium 1996; pp. 208-214. 

[16]. Xing, L., and A. Shrestha. DNA: A Tool for Network Reliability and Sensitivity Analysis. Proc. of 

the 4th International Conference on Quality and Reliability 2005; Beijing, China. 

[17]. Xing, L., P. Boddu, Y. Sun, and W. Wang. Reliability Analysis of Static and Dynamic Fault-

Tolerant Systems subject to Probabilistic Common-Cause Failures. Proc IMechE, Part O: 

Journal of Risk and Reliability 2010; 224(1): 43-53. 

 

Akhilesh Shrestha received the Ph.D. degree in electrical engineering from the University of 
Massachusetts Dartmouth in 2009. He is currently a Staff Engineer with ARCON Corporation in 
Waltham, MA. His current research interests include dependable computing, wireless sensor 
networks, artificial intelligence, database systems, information fusion, and fusion tracker. 

Liudong Xing's biography appears on page 115 of this issue.  

Yan (Lindsay) Sun received her Ph.D. degree in electrical and computer engineering from the 
University of Maryland in 2004. She is currently an Associate Professor in the department of 
Electrical, Computer and Biomedical Engineering, University of Rhode Island. Dr. Sun is the 
Director of Network Security and Trust (NEST) Laboratories. She is an Associate Editor of IEEE 
Signal Processing Magazine since 2010. She is the recipient of NSF CAREER Award. 

Vinod M. Vokkarane received the M.S. and Ph.D. degrees in Computer Science from the University 
of Texas at Dallas in 2001 and 2004, respectively. He is currently an Associate Professor of Computer 
and Information Science at the University of Massachusetts, Dartmouth. He has co-authored a book 
on “Optical Burst Switched Networks” by Springer, in 2005 and serving as the Associate Editor of 
IEEE Communication Letters.  His primary areas of research include design and analysis of 
architectures and protocols for optical and wireless networks. 


